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WHdopmauus, npegcraBneHHas B HAaCTOSILLEN JOKYMEHTaL MK, BKovaeT obLee onvcaHve u
(Mnn) TexHu4eckne xapakTepUCTUKN, OTHOCALLMECS K SKCNIyaTauMOHHBLIM MoKasaTensm
COOTBETCTBYIOLWNX M3aenvin. [laHHaa JOKyMeHTauusa He npegHasHayveHa Ans onpegenexHns
HaAeXHOCTWN AaHHbIX U3AENUI 1 BO3MOXHOCTU UX MPUMEHEHUS MO Ha3HaYeHwuto, onpegensemMmomMy
nonb3oBaTeneMm; OHa TaKkkKe He MOXET 3aMEHUTb COOTBETCTBYIOLLYIO AOKYMeHTaumto. 3a
BbIMOMTHEHNE JOMKHOr0 1 NMOMHOr0 aHann3a pUCKOB, OLIEHKY KayecTBa 1 NpOBEeAEHME UCTNbITaHUIA
M34enuii ¢ Lenbio onpegeneHns BO3MOXHOCTU X CneLmanbHOro MPUMEHEHUs unm
MCMob30BaHUsi OTBEYaeT Nonb3oBaTterb Uy cneumanucT-uHterpatop. Hu komnanusi Schneider
Electric, H1 ee domnunanel unu NnpeacTaBATENBCTBA HE HECYT OTBETCTBEHHOCTU U CHUMAIOT ¢ cebs
06sA3aTenbCTBa B Cryyae HenpaBubHOMO MCNOMb30BaHWe cogepXallencs 3aecb MHopMaLuun.
Mpocum yBegOMUTb Hac, ecnu y Bac €CTb Kakue-nnbo npeanoxeHns no ynyyleHuto nnm
M3MEHEHUIO JaHHOMO M34aHus, a Takke B criydae obHapyXeHus B HeM ownbok.

Hukakas yacTb 4aHHOro AOKYMeHTa He MOXeT ObiTb BOCNpOM3BeAeHa B kakor-nnbo dopme unm
KaknMu-nmbo cpeacTBamu: SNeKTPOHHBIMW, MEXaHUYECKMU, B TOM YWChe Uin
doTokonMpoBarnbHbIMKU, 6€3 ABHOr0 NMMCbMEHHOIO COrnacusi Co CTOPOHbI koMmnaHumn Schneider
Electric.

Bo Bpems yCTaHOBKU 1 UCMONb30BaHWsA 4aHHOMO U3aenvst creayeT cobniofaTte Bee AeicTByoLme
rocy0apCTBEHHbIE, PervioHarnbHbIe 1 MECTHbIE HOPMbI 1 NpaBuna 6esonacHocTu. C Lenbio
obecrieyeHnss 6e30MacHOCTM U COOTBETCTBUSA JOKYMEHTUPOBAHHBIM CUCTEMHBIM AAHHBIM PEMOHT
Y310B U34€eNnsi AOSHKEH BbIMOMHATL TOMBKO NMPOU3BOANTESb.

Mpu ncnonb3oBaHUM YCTPOWCTB MO HA3HAYEHWIO, ANt KOTOPOro AEACTBYIOT crieumanbHble
TpeboBaHusA No TexHuke 6e3onacHOCTH, HEOBXOANMO BbINOMHATL COOTBETCTBYIOLLME MHCTPYKLMK.

O6opynosaHue Schneider Electric cnegyeTt ncnons3oBaTtb TOMBLKO C NPOrpaMMHbIM
obecneyveHnem 3ToM KOMNaHUM UN NporpaMmMHbIM obecneveHrem, ofgobpeHHbIM ans
npumeHeHns ¢ obopyaoBaHuem, nsrotoeneHHelM Schneider Electric. HecobntogeHue atoro
TpeboBaHNst MOXET NPUBECTM K TPAaBMaM, NOBPEXAEHMWIO YCTPONCTB UMW HEBEPHBIM pe3ynbTaTam
paboTbl.

HecobniogeHne npueefeHHbIX 30ecb PEKOMEHOALMI MOXET NPUBECTU K TPaBMe UMK BbIXOody U3
CTposi 06opyAoBaHMS.

Schneider Electric hereby informs the users of the Harmony XB5S product that they are
responsible for the fulfillment, with the competent local authority regarding data privacy protection,
of any formalities which could be required in relation with the use of a biometric product.

© 2015 Schneider Electric. Bce npaBa 3awuiieHbl.
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NHdopmauusi no 6ezonacHocTun

BaxHas uHcdopmaums

SAMEYAHUE

[o ycTaHOBKM, 3KCnyaTaummn unm obcny>KMBaHWs yCTPONCTBA TLATENbHO N3YYnNTe AaHHbIE
WHCTPYKLMUN 1 OCMOTpUTE 00opyaoBaHue. B gaHHOM AoKyMeHTauMm nnm Ha obopyaoBaHum MoryT
MCnonb30BaTbCs crieayoLme cneynanbHble COOOLWEHUS C Lenbio NpeaynpexaeHus o
NnoTeHUManbHbIX ONMACHOCTAX UMK MPUBMNEYEHMS BHUMAHNSA K MHCpOpMaLuK, KoTopasi pasbsiCcHAET
UNn ynpoLlaeT BbINOMHEHME Pa3NMYHbIX NpoLeayp.

Mcnonb3oBaHne 3TOro cMMBoOJsia BMecTe C npeaynpeanTeribHom

Hagnucblo «ONacHOCTb», yKasbiBaeT Ha TO, YTO B criyyae
A Heco6MoaeHNS MHCTPYKLUWIA CyLLLIeCTBYET ONacHOCTb NopakeHust

SMEKTPNYECKMM TOKOM, KOTOPAas MOXeT NPUBECTU

K TpaBmMam nepcoHana.

3TOT cMMBON Mcnonb3yeTcst AN 0603HavYeHns onacHocTu. OH
ucnonb3yeTcs Ans npeaynpeaeHns od onacHocT1 TpaBM nepcoHana.
YT100bI N36EXKaTh BO3MOXHBLIX TPABM MM CMEPTENbHOro ucxoaa, cneaymTe
BCEM MHCTPYKLUMSAM, codepXawmumcs B coobuieHmnsax o 6esonacHocTu.

A OIMNACHOCTb

3Hak ONMACHOCTDbD ykasbiBaeT Ha yrpoxkatoLLyto OnacHyr cuTyaumio, Kotopas,
ecnu ee He n3bexaTtb, NPUBeAEeT K CMepTENbHOMY UCXOAY UMM CEPLE3HON TPaBME.

A NMPEOYNPEXOEHUE

3Hak MPEAYNPEXAOEHMUE ykasbiBaeT Ha NOoTeHUMaNbHO OMNAaCHYK cUTyauuto,
KOTOpasi, ecrnn ee He n3bexkaTb, MOXeT NPUBECTU K CMePTENbLHOMY UCxXoay
NN cepbe3Hon TpaBMe.

A BHUMAHME

3Hak BHUMAHME ykasbiBaeT Ha noTeHUuManbHO OnacHyro cuTyaumio, Kotopas,
ecnun ee He n3bexaTtb, MOXET NPUBECTU K HEOOMbLLOW Unn cpeaHen Tpasme.

3AMEYAHUE

3AMEYAHME ykasbiBaeT Ha CUTyauuK, HEe CBA3aHHbIE C ONAaCHOCTbIO
nony4yeHns Tpasm.
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OBPATUTE BHUMAHUE

YcTaHoBKa, 3KcnyaTaums, PEMOHT U 0BCNyXMBaHWE anekTpuyeckoro o6opyaoBaHus MOXET
BbIMOMHATLCA TONBbKO KBanMuumpoBaHHbIMU anekTpukamu. Komnanmsa Schneider Electric He
HEeCeT HUKaKol OTBETCTBEHHOCTY 3a NMtobble BO3MOXHbIE NOCMNEACTBUSA UCNOMb30BaHNSA AaHHOM
OOKYMeHTauuun.

KBanuduuympoBaHHbIMM 3NEKTpUKaMM HasblBaloTCs nuua, obnaaatolme cooTBETCTBYOLMMAU
3HaHWSAMM 1 HaBblkaMu B 06N1aCTU YCTaHOBKM M SKCMyaTaLuumn aneKTpmyeckoro obopyaoBaHns u
cucTem 1 npoleatume obyyeHve no TeXHNKe 6e30MacHOCTM C LENbLO ONpPeaeneHust U yCTpaHeHu st
CBSA3aHHbIX C UX paboTON ONacHOCTEN.
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O KHure @

KpaTKVIe cBeaeHuA

Llenb pykoBoacTea

This document describes the functions of Harmony XB5SSoft that are used for the management
of XB5S device databases.

MpumeuaHue o cdhepe percTeus
This document is valid for Harmony XB5SSoft V1.1.

EI00000003622 04/2015 7
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[(naBa 1
Overview of Harmony XB5SSoft

Introduction

Generalities

You can use Harmony XB5SSoft to manage all your USB biometric switches (XB5S devices) from
1 PC by downloading (storing) a user database to each XB5S device in your park. You can also
erase (reset) all information in an XB5S device.

Harmony XB5SSoft manages 2 databases:
e administrators
e users

To find the latest version of Harmony XB5SSoft, go to www.schneider-electric.com. Then search
on “XB5S”.

The following operating systems are supported by Harmony XB5SSoft
e Microsoft Windows XP Business Edition (from Win XP SP3)

e Microsoft Windows 7 32 bits

e Microsoft Windows 7 64 bits

Be sure to save Harmony XB5SSoft so that you do not lose updated databases in case of a
problem with your PC.

To use the links to another page in this document, click the page number, not “see page”. For
example, to go to Menus on the next page (cm. ctpannuy 70).

Administrators

The administrators authorize:

e storing of a user database in an XB5S device

enrollment of new administrators

deletion of administrators

resetting an XB5S device by storing a blank database in it

detaching an XB5S device from a user database (if, for example, it is to be replaced by another
XB5S device)

e deleting an XB5S device from a user database

MpumeuaHue: There is no priority among the administrators. However, if there remains only one
administrator enrolled, this administrator cannot be deleted.

The administrator database contains, for each enrolled administrator, the following information:
e Name
e 1 or 2 fingerprints (Finger 1, Finger 2)

EI00000003622 04/2015 9



Overview

Users

Menus

Mpumeuanue: The complete fingerprint is not recorded. The fingerprint data cannot reproduce

a fingerprint that can be used for identification.

e date of enroliment (Date of record)

e name of the administrator who enrolled this administrator (Recorded by)

The users are authorized to operate equipment controlled by an XB5S device using their

fingerprints.
The user database contains, for each enrolled user, the following information:

o Name

e identification number (ID)

o Comments, for user-specific information, such as:

O the team the user belongs to
O the type of license or authorization the user is entitled to
O any type of information that can help classify user authorizations for each XB5S device

e 1 or 2 fingerprints (Finger 1, Finger 2)

Mpumeuanue: The complete fingerprint is not recorded. The fingerprint data cannot reproduce

a fingerprint that can be used for identification.

e date of enroliment (Date of record)

The user database is a matrix based on the relationship between the users and an XB5S device.

Here is an example of a user matrix:

Users List | XB5S Device (Allocations List)

Main Gate Office Door Forklift Station 2
Tom X X X
Richard X X X
Harry X X
Peter X X X X

MpumeyvaHue: The actual Harmony XB5SSoft screen shows the user lines and XB5S device

columns in 2 parallel lists.

The tasks explained in this document use the icons (including “+"/’-") and the right-click contextual
menus to access functions. However, all these functions are also available in the menus.

MorphoSmart Device

The MorphoSmartT"’I device (a fingerprint reader only device) connects to the PC running
Harmony XB5SSoft via a USB port.

10
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Overview

For example, it allows you to record fingerprints in your office instead going to an XB5S device
located away from your office.

The MorphoSmart device does not need an external power supply; it is powered through the USB
connection.

Vijeo Designer
You can exchange (import or export (cm. cTpanudy 29) users with Vijeo Designer, the Schneider
Electric HMI configuration Software.

EIO0000003622 04/2015 11
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[(naBa 2
Configuration at First Launch

Configuration at First Launch

First Launch

The first time you use Harmony XB5SSoft the First launch configuration dialog opens.

This dialog asks for:

an optional password for startup protection (to make opening Harmony XB5SSoft require a
password)

database file path

By default, the administrator and user databases are saved in My Documents/Schneider
Electric/HarmonyXB5SSoft/Database. They are recorded in a single file "database.xml". This
file is encrypted to avoid malevolent use.

After attaching an XB5S device to a Harmony XB5SSoft, the device is exclusively linked to this
database. No other database can be used to program it. However, this unique database can be
recorded on a server to allow several administrators to access it from different PCs.

To unlink the XB5S device from this database, you can either detach (cm. cTpanuyy 78), reset
(cm. cTpanudy 37), or delete (cm. cTpanuuy 34) it.

MpumevaHue: You can locate your database in a shared area (a server) accessible by several
PCs through a network. In this case, contact your network administrator to prevent multiple
opening of the database. Only one software user can access to the database at a time.

MpumeuaHue: The network administrator must also give to Harmony XB5SSoft users Windows
read and write authorizations for the database.xml file. Non-users must not have access to this
database.

the import/export file path

By default, the imported and exported files are saved in My Documents/Schneider
Electric/HarmonyXB5SSoft/Export_Import.

language to be used in the screens (to use the new language restart Harmony XB5SSoft).

After you close the First launch configuration dialog, a blank user database opens.

Then after connecting the XB5S device to the PC, the Connection of a new device dialog opens
allowing you to connect (cm. ctpanuuy 77) an XB5S device to Harmony XB5SSoft.

Later Configuration

Any time after the first launch, these parameters can be reconfigured by using the menu command
Tools - Configuration. However, the Connection of a new device dialog does not automatically
open after you close the Configuration dialog.

EI00000003622 04/2015 13
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[naBa 3
Reset, Detach, and Column Deletion

Reset, Detach, and Column Deletion

Introduction
These functions are used to manage an XB5S device depending on your needs.

Reset Function

The reset XB5S device function allows erasing the memory in the device while keeping it attached
to the database.

Detach function

The detach XB5S device function allows detaching and resetting an XB5S device while keeping its
Allocations configuration in the database.

The function is the best to use when you need to replace an XB5S device by a new one. This is
because it keeps the Allocations configuration of the original XB5S device. By attaching the new
XB5S device to the column of the original device, the new device (after a store (cm. cTpanuuy 37)
operation) has exactly the same configuration as the old device.

Delete an Attached Column

Deleting a column attached to a targeted XB5S device is the best way to remove an XB5S device
from service in your equipment if you no longer need to program the device.

EI00000003622 04/2015 15
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[naBa 4
Connecting and Detaching Devices

Connecting and Detaching Devices

Adding an XB5S Device

The procedure below adds an XB5S device to a Harmony XB5SSoft database. The XB5S device

is then usable exclusively with this database.

To unlink it, you can either detach (cm. cTpaHuuy 34), reset (cM. cTpaHuy 37), or delete

(cm. cTpanudy 34) it from Harmony XB5SSoft.

Online/Offline?
Offline These are manipulations that can be done when an XB5S device or MorphoSmart device
is not connected to the PC.

Online These are manipulations that require an XB5S device or MorphoSmart device to be

connected to the PC.
To add an XB5S device to a Harmony XB5SSoft:

Step Action Online/
Offline?

1 Connect the XB5S device to a USB port on your PC. Online
Result: The Connection of a new device dialog opens.

2 Click Use it as a Harmony XB5S device. Online
Click Next. Online
Result: The Attachment of the connected XB5S to the allocation
database dialog opens.

4 If you click Add a column in the database and attach this XB5S to it, | Online
Add a column opens. Go to step 5.
If you click Attach this XB5S to a column of the database, Attachment
to a column of the database opens. Go to step 9.

5 Click Next. Online
Result: The Add a column dialog opens.

6 In Designation type a unique name for this XB5S device and any Online
necessary Comments.

7 Click Next. Online
Result: The New XB5S created! dialog opens.

8 Click Finish. Online
Result: There is now an empty column in Allocations for the
connected XB5S device. The procedure is finished here for adding a
new column.

EI00000003622 04/2015
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Adding and Removing Devices

Step Action Online/
Offline?
9 If you previously selected Attachment of the connected XB5S to the | Online

allocation database in Step 4, choose a column in the dropdown list.
Result: The message XB5S attached!.

Detach XB5S Device for Replacement

A connected XB5S device is identified as being uniquely linked to a database. It cannot be
programmed by another database.

Use this procedure to detach an XB5S device from its linked database so that it can be attached
to another database:

Step Action Online/
Offline?
1 Plug in the XB5S device to be detached from the PC. Online
2 Right click the Allocations column attached to the XB5S device. Online
Select Detach XB5S from column. Online
Result: The Administrator approval dialog opens.
4 Apply a recorded administrator finger to the XB5S device sensor for | Online
2s.
Result: The Detach XB5S from column dialog opens.
5 Click OK. Online
Results:
1. This XB5S device is reset (cm. cTpaHuuy 37) and detached
(cm. cTpaHuuy 34) from the database.
2. The message Device successfully detached! appears.
MpumeyvaHue: The user allocations remain in the associated
column. This allows attaching a new XB5S device to the column with
the same configuration of allocations. For example, replacement of
an XB5S device by another one.
6 Click OK. Online
Result: The Connection of a new device dialog opens.
MpumeyaHue: This dialog opens because the connected XB5S
device is no longer recognized by the database. It is now considered
as a new connected device.
Click Cancel. Online
Unplug the XB5S device from its USB port. Online

18

EIO0000003622 04/2015



Adding and Removing Devices

Adding MorphoSmart Device
Use this procedure to add a MorphoSmart device to a Harmony XB5SSoft:

Step Action Online/
Offline?
1 Connect the MorphoSmart device to a USB port on your PC. Online
Result: The Connection of a new device dialog opens.
2 Click Use it as a fingerprint reader only. Online
Click Next. Online
Result: The message Reader saved!.
4 Click Finish. Online

A MorphoSmart device:
e cannot be used to store or reset an XB5S device
e allows new user fingerprint recording

Removing MorphoSmart Device
Use the procedure to remove a MorphoSmart device from a Harmony XB5SSoft:

Step Action Online/
Offline?
1 Go to Tools - Reader Devices Offline
Result: The Reader devices dialog opens.
2 Click the reader to be removed. Offline
Click Delete selected devices. Offline
4 Click OK. Offline
Result: The message Reader devices deleted!.
5 Click OK. Offline

Result:; If the MorphoSmart device is connected, the Connection of a
new device dialog opens.

6 Click Cancel, otherwise, click Close. Offline

Device Information
For details about a connected XB5S device, use the menu command XB5S Device - About XB5S.

For details about a configured MorphoSmart device, use the menu command Tools - Reader
devices.
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[naBa 5
Managing Administrators

Managing Administrators

Administrator Enroliment

Before using Harmony XB5SSoft there has to be at least one administrator available to carry out
the following actions on the connected XB5S device:

e store a user database to it

e resetit

e detach it from the databases

e delete a column

Only an enrolled administrator can add a new administrator.

Online/Offline?

Offline These are manipulations that can be done when an XB5S device or MorphoSmart device
is not connected to the PC.

Online These are manipulations that require an XB5S device or a MorphoSmart device to be
connected to the PC.

Use this procedure to add an administrator to the administrator database:

Step Action Online/
Offline

Offline

1 Click KEY icon.

Result: The Manage Administrators dialog opens. .

2 Click ADD. Online
Result: The ADD Administrator dialog opens.

MpumeydaHue: You are now in the Online mode.

3 Type the Name and any Comments for the administrator to Online
be added.
4 Record 1 or 2 fingerprints (cm. cTpanuyy 23) for the new Online

administrator.
Result: The administrator is added to the Manage
Administrators list.

EI00000003622 04/2015 21



Managing administrators

Managing Administrators
There are additional buttons on the Manage Administrators dialog:

Button Used to ... Online/O
ffline
Delete remove the selected administrator form the list. Online

MpumeyaHue: If there is only 1 administrator, it cannot be removed

from the list.
Modify update the comments of the selected administrator. Offline
Sort sort the administrator list by the Name, 1D, Date of record or Offline

Comments column.
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[naBa 6
Recording Fingerprints

Recording Fingerprints

Recording Procedure

To operate equipment controlled by an XB5S device, a user must have 1 or 2 fingerprints recorded
in the XB5S device. By recording fingerprints for a user only 1 time in the Harmony XB5SSoft
Users database (list), you can add the user to as many biometric switches as you want. The user
does not need to manually record a fingerprint at each biometric switch.

MpumeuaHue: One administrator must have fingerprints recorded before enrolling new
administrators.

Online/Offline?

Offline These are manipulations that can be done when an XB5S device or MorphoSmart device
is not connected to the PC.

Online These are manipulations that require an XB5S device or MorphoSmart device to be
connected to the PC.

Use this procedure to record a fingerprint in an Add Administrator dialog (see Managing
Administrators) (cm. ctpanndy 27) or in an Add User dialog (see Managing Users
(cm. cTpanuuy 26)):

Step | Action Online/O
ffline?
1 | Make sure that an XB5S device or MorphoSmart device is connected to | Online
Harmony XB5SSoft.

MpumMeuaHue: This procedure can be carried out with any XB5S device
or MorphoSmart device, since the records are not saved in the device
memory, but in the Harmony XB5SSoft database.

2 | Use one of the menu commands: Online
1. Tools -~ Manage Administrators - Add
Apply an administrator finger to the XB5S device sensor for 2 s.
Results: The Add Administrator dialog opens.
2. Users - Add User
Results: The Add User dialog opens.
MpumeuaHue: Administrator approval is not needed to record new

users.
Enter the requested information above Select 1st finger. Online
Choose the name of the finger to be recorded in the Select 1st finger Online

dropdown menu.
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Fingerprints

Step | Action Online/O
ffline?
5 | Click Record 1st finger. Online
Result: The Fingerprint record dialog opens.
You have 30 seconds to start recording. If time limit is passed, click
Record 1st finger again to start the timer again.
6 | Place the finger correctly on the sensor of the XB5S device or Online
MorphoSmart device:
I
I
I
I
I
I
4 !
A |
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
Hold the finger on the sensor about 2 seconds (sensor blink + 1 s) before
removing it from the sensor.
Result:
o |[f the finger is already in the database, a message opens: The
fingerprint is already in the database. Either click Cancel or choose
another finger and continue.
o Otherwise, 1st capture in the Fingerprint record dialog changes from
In progress to Done.
7 |Repeatstep 7. Online
Result: 2nd capture in the Fingerprint record screen changes from In
progress to Done.
8 | Repeat Step 7. Online
Result: 3rd capture in the Fingerprint record screen changes from In
progress to Done.
You returned to either:
1. Add Administrator dialog
2. Add User dialog
Repeat steps 4 to 9 for Record 2nd finger or click OK to finish recording. | Online
10 | Click OK. Online
Result: Either the new administrator appears in the Manage
Administrators list or the new user appears in the Users list.
The new administrator or user is now recorded in Harmony XB5SSoft
database.

24
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[(naea 7
Managing Users

CoaepxaHue 3ToM rnaebl

[aHHasa rnaBa nocesiLleHa cnegyrwmm Temam:

Tema CrpaHuua
Managing Users 26
Importing and Exporting Users 29

EI00000003622 04/2015
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Users

Managing Users

Enroliment Procedure
Online/Offline?

Offline These are manipulations that can be done when an XB5S device or MorphoSmart device

is not connected to the PC.

Online These are manipulations that require an XB5S device or MorphoSmart device to be

connected to the PC.

Use this procedure to add a user to the user database (User list):

Step | Action Online/
Offline?
1 | Click “+” above the Users list. Offline
2 | Enter the Name, ID, or Comments (if necessary). Offline
MpumeyaHue: The ID can be letters, numbers, or a mixture.
3 | Record 1 or 2 fingerprints (cm. ctpanuuy 25) for the new user. Online
Result: The user is added to the Users list.
Deletion Procedure
Use this procedure to remove users from the user database (Users list):
Step | Action Online/
Offline?
1 | Select the user to delete. Offline
MpumeyvaHue: Use the CTRL key to select several users as targets for
the delete operation.
2 | Click “~” above the Users list. Offline
Click OK Online
Result: The user is removed from the Users list.

MpumeyaHue: To remove a user from an XB5S device column, refer to Deleting a user

(cm. cTpaHuuy 36).

26
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Users

User Contextual Menu

If you right-click on a user, a menu with the following items opens:

Item Used to ... Online/
Offline?
Modify User update the user Comments. Also, if not done already, a | Offline
second finger can be recorded.
MpumeuaHue: Double-clicking a user also allows
modification of a user.
Replace User replace the user with a new user that has the same Offline
allocations, see Managing Users (cMm. cTpaHuly 26).
Delete User remove the user from the user list (the same as clicking | Offline
“~" above the Users list).
Copy copy the allocations of a user. Offline
MpumeuaHue: See Copying/Pasting New Users
(cm. cTpaHuuy 28) below.
Paste paste copied user allocations to another user. Offline
MpumeyvaHue: Use the CTRL key to select several
users as targets for the paste operation.
Import/Export from import users from Vijeo Designer. Online
Vijeo Designer export a user to Vijeo Designer.
MpumeyvaHue: Use the CTRL key to select several
users to be exported.
Sort Users by sort the user list by the Name, 1D, Date of record or Offline
Comments column.
Filter Users filter the user list to show only users that have the same | Offline
Name, ID, or Comments. They can also be filtered to
show a range of Date of record.
When this list is filtered, a small icon appears above
Users list:
You can click this icon to directly open the Filter Users
dialog.
Show/hide Users show or hide any of the Finger 1, Finger 2, Date of record | Offline
Properties and Comments columns.
Show/hide Users show or hide users in the list. Offline

When users are hidden, a small icon appears above
Users list:

You can click this icon to directly open the Show/hide
Users dialog.
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Copying/Pasting New Users

If you have many users to add to XB5S device, you can use certain programs to list the users you
want to add.

To use Microsoft EXCEL:

Step | Action Online/
Offline?
1 | List the user names in one column, then list their IDs in the next column. | Offline
Copy both columns. Offline
In Harmony XB5SSoft open the right-click contextual menu in the Users | Offline
list and choose Paste.
Result: The users are added to the Users list.
4 | Add fingerprints (cm. cTpanuyy 23) for each user. Online
To use Microsoft WORD:
Step | Action Online/O
ffline?
1 | List the user Name on a line. Offline
2 | After the user Name add a TAB. Offline
3 | After the TAB add the user ID. Offline
4 | Repeat steps 1 to 3 for each user on a new line. Offline
5 | Copy all user lines. Offline
6 | In Harmony XB5SSoft open the right-click contextual menu in the Users | Offline
list and choose Paste.
Result: The users are added to the Users list.
7 | Add fingerprints (cm. ctpanuuy 23) for each user. Online
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Importing and Exporting Users

Importing Users

Use this procedure to import users to the user database (Users list) :
Step | Action Online/
Offline?
1 | Ensure that the XB5S device or MorphoSmart device is connected to Online
Harmony XB5SSoft.
2 | Right-click Users list. Online
Result: The contextual menu opens.
3 | Contextual menu — Import/Export from Vijeo Designer - Import Users | Online
Result: The Import users - Select file dialog opens.
4 | Change target directory, if necessary, and select the needed file. Online
Click Open. Online
Result: The message User importation successfully ended!

Use this procedure to import users and allocate them directly to a column:

Step | Action Online/
Offline?
1 | Ensure that the XB5S device or MorphoSmart device is connected to Online
Harmony XB5SSoft.
2 | Right-click on the targeted column. Online
Result: The contextual menu opens.
3 | Contextual menu - Import/Export from Vijeo Designer —» Import Users | Online
to selected XB5S
Result: The Import users - Select file dialog opens.
4 | Change target directory, if necessary, and select the needed file. Online
Click Open. Online
Result: The message User importation successfully ended!

Some users in the imported file may not be added if they have conflicts with users already in
Harmony XB5SSoft database. For example, if a user to be imported has the same ID or fingerprint
as a user already in Harmony XB5SSoft, it is not imported.

If an imported user has some incorrect data, this user data is not imported. However, the rest of
the file that is correct is imported.

It is possible to import/export users with no fingerprint recorded in the database, except for direct
allocation of imported users to a column.

EIO0000003622 04/201
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For a user imported from Vijeo Designer:
e the user Name and ID are equal to the ID
e the names of the recorded fingers are Finger1 and Finger2

e the Date of the Record is the date of the export from Vijeo Designer

Exporting Users
The exported users can be imported by Vijeo Designer or another Harmony XB5SSoft.

Use this procedure to export users from the Users list:

Step |Action

Online/
Offline?

1 | Select 1 or more users in the Users list.

Online

2 | Right-click Users list.
Result: The contextual menu opens.

Online

3 | Contextual menu - Import/Export from Vijeo Designer - Export
selected Users
Result: The Export users - Select file dialog opens.

Online

4 | Change target directory, if necessary, and enter File name.

Online

Click Save.
Result: The message User exportation successfully ended!

Online

Use this procedure to export users allocated to a column:

Step |Action

Online/
Offline?

Select a column in the Allocations list.

Online

2 | Right-click Allocations list.
Result: The contextual menu opens.

Online

3 | Contextual menu — Import/Export from Vijeo Designer - Export Users

of selected XB5S
Result: The Export users - Select file dialog opens.

Online

Change target directory, if necessary, and enter File name.

Online

Click Save.

Result: The message User exportation successfully ended!

Online
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Managing Allocations
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Managing Allocations Columns

Introduction

An allocation column is the link between users and the XB5S device. Each column corresponds to
a different XB5S device. The column of the currently attached XB5S device has an icon in the
header of the column.

In the header of the column corresponding to the XB5S device there are 2 types icons:

Description Icon
The XB5S device is connected to the PC. E
The XB5S device is not connected to the PC. m

Online/Offline?

Offline These are manipulations that can be done when an XB5S device or MorphoSmart device
is not connected to the PC.

Online These are manipulations that require an XB5S device or MorphoSmart device to be
connected to the PC.

Plugging in an XB5S Device

When an XB5S device is plugged into a USB port, you are given the choice of 2 options:
e Attach this XB5S to a column in the database

If you select this option, you are asked which column to attach the XB5S device to.
e Add a column in the database and attach this XB5S to it

If you select this option, the XB5S device is automatically attached to a new column.

Adding Additional Columns
Use this procedure to add a column to the Allocations list:

Step | Action Online/
Offline?
1 | Click “+” above the Allocations list. Offline
Result: The Add column dialog opens.
Enter the Designation and Comments (if necessary). Offline
Click OK. Offline
Click OK. Offline

Result: A new column is added to the Allocations list.
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Deleting a Column Never Attached
Use this procedure to remove a column never attached to an XB5S device from the Allocations list:

Step | Action Online/
Offline?
1 | Select a column. Offline
2 | Click “-” above the Allocations list. Offline
Result: The Delete column dialog opens.
3 | Click OK. Offline
Result: The message Columns successfully deleted!.
The selected column is removed from the Allocations list
4 | Click OK. Offline

Deleting a Column with Attached XB5S Device

Use this procedure to remove a column from the Allocations list to remove the XB5S device from
your equipment. (The device can be re-programmed with Harmony XB5SSoft.):

Step Action Online/
Offline?
1 Connect the targeted XB5S device to the PC. Online
Select the column of the targeted XB5S device. Online
Click “-” above the Allocations list. Online

Result: The message Column XXX will be deleted. The connected
device will be reset before deletion.

4 Click OK. Online
Result: The Administrator approval dialog opens.

5 Perform an administrator fingerprint authorization. Online
Result: The column is removed from the Allocations list and the XB5S
device is detached (cm. cTpanuuy 34), reset (cm. cTpaHuuy 37), and
deleted (cm. ctpanuuy 34) from the database. The connected XB5S
device is no longer recognized by this database.

Because it is now considered to be a new XB5S device, the
Connection of a new device dialog opens.

6 Click Cancel. Online
Unplug the XB5S device from the PC. Online

Removing an XB5S Device from Service

It is recommended to use the following procedure to remove an XB5S device from service. As a
result of this procedure the XB5S device can no longer be programmed with Harmony XB5SSoft.
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Step Action Online/
Offline?
1 Connect any device to the PC. Online
2 Select the column of the device to be removed from service. Online
Click “-” above the Allocations list. Online
Result: The Administrator approval dialog opens.
4 Perform an administrator fingerprint authorization. Online
Result: The message This procedure will make your XB5S device
unusable.
5 Click OK. Online
The XB5S device is no longer be able to be programmed with
Harmony XB5SSoft.
6 Unplug the XB5S device from the PC. Online
Allocations Contextual Menu
If you right-click on a column, a menu with the following items opens:
ltem Used to ... Online/
Offline?
Modify Description modify the Description and Comments. Offline
Detach XB5S from detach the XB5S device from its column: Online
column ® |t requires an administrator fingerprint authorization.
® The XB5S device is reset (cm. cTpanuuy 37).
® The users are not removed from the column.
MpumeyvaHue: This feature is recommended when
replacing an XB5S device by a another XB5S device.
This new XB5S device can be attached to same column
as the old XB5S device using Attach XB5S to column.
Attach XB5S to column | attach the unattached XB5S device to a column. Online
Delete Column delete a column and its user information. Offline
MpumeyvaHue: Refer to Deleting an Column
(cm. cTpanuuy 33).
Copy copy a column with its user information. Offline
Paste paste the copied column to the target column. Offline
MpumeyvaHue: Use the CTRL key to select several
target columns.
Import/Export from import a user from Vijeo Designer. Offline
Vijeo Designer export a user to Vijeo Designer.

Use this procedure to remove an XB5S device from service:
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Designation.
When columns are hidden, a small icon appears above
Allocations list:

g%
&

You can click this icon to directly open the Show/hide
Columns dialog.

Item Used to ... Online/
Offline?
Sort Columns by sort the columns by the Designation, ID, Date of last Offline
update or Comments.
Filter Columns filter the columns to show only columns that have the | Offline
same Designation or Comments. They can also be
filtered to show a range of Date of update.
When a column is filtered, a small icon appears above
Allocations list:
You can click this icon to directly open the Filter
Columns dialog.
Show/hide Columns show or hide the columns according to their Offline

EIO0000003622 04/2015
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Managing User Allocations

Adding a User

To allocate a user to an Allocations column, double-click the line in the column that corresponds
to the user.

An X* appears in the column line. The “*” means that the database has not been stored
(cm. cTtpaHmuy 37) since the user was allocated to the XB5S device column.

MpumeyvaHue: Up to 200 users can be assigned to a column, that is, 200 users (with 1 or 2
fingerprints) per XB5S device.

Removing a User

To delete a user from an Allocations column, double-click the line in the column that corresponds
to the user.
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Storing and Resetting

Store Procedure

MpumeuaHue: Never disconnect the XB5S device during the store operation. Disconnecting it
during a store operation may make the XB5S device no longer programmable by
Harmony XB5SSoft.

Online/Offline?

Offline These are manipulations that can be done when an XB5S device or MorphoSmart device
is not connected to the PC.

Online These are manipulations that require an XB5S device or MorphoSmart device to be
connected to the PC.

Only the users that are allocated to the current connected XB5S device are downloaded and stored
in it.
Use this procedure to download the updated user database from the PC to the XB5S device:

Step Action Online/
Offline?
1 Click Store icon. Online

Result: The Store to XB5S dialog opens.

2 | If you agree with the message in the dialog, click OK. Online
Result: The Administrator approval dialog opens.

3 | Apply an administrator finger to the XB5S device sensor for 2 s. Online
Result: The Store to XB5S dialog opens again.

4 | When the Storage successful message appears, click OK. Online
Result: The allocated users are stored in the target XB5S device.

Reset Procedure

MpumevaHue: Never disconnect the XB5S device during the reset operation. Disconnecting it
during a reset operation may make the XB5S device no longer programmable by
Harmony XB5SSoft.
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Resetting the current connected XB5S device erases all data stored in it. This operation also
deletes all the users in the Allocations column corresponding to the connected XB5S device (there
is a green icon in the column heading).

Use this procedure to delete all data in the connected XB5S device:

Step | Action Online/
Offline?
1 | Click Reset icon. Online
Result: The Reset XB5S dialog opens.
2 | Apply an Administrator finger to the XB5S device sensor for 2 s. Online
Result: The Reset XB5S dialog opens again.
3 | Click OK. Online
Result: All data in the XB5S device is erased by storing an empty user
database in it. All users in the Allocations column for the XB5S device are
removed.
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Troubleshooting

Introduction

Using this table to find the solution to issues you have with Harmony XB5SSoft:

Issue

Cause

To Solve the Issue

While capturing a fingerprint using
an XB5S device or MorphoSmart
device, Harmony XB5SSoft takes a
long time to display the 3 steps of
capture.

The glass of the biometric switch
sensor is dirty.

Regularly clean the glass of the
biometric device sensor.

When you copy several users and
paste them in Harmony XB5SSoft;

you get an detected error message.

It is not possible to have an user ID
more than one time in the grid.

Pasting users as new users is only
possible if the users have been
copied from outside

Harmony XB5SSoft (for example,
Word or Excel).

When you record the first
administrator, you are requested to
enter a password.

The creation of the first
administrator must be authorized. if
you created a password during the
first launch or configuration of
Harmony XB5SSoft.

Enter the password that you
created during the first launch or the
configuration of

Harmony XB5SSoft.

You have lost your
Harmony XB5SSoft password.

Contact Schneider Electric to solve
this issue.

When connecting a device, you get
the following message: “The
connected device is used and
programmed by another database.
You will not be able to program it or
reset it with this database”

The XB5S device has been
programmed on another PC. A
biometric switch content cannot be
modified by any PC. It can be reset
or re-reprogrammed only by the PC
which has previously programmed
it.

Detach (cm. ctpanuuy 78) the
XB5S device biometric switch from
its original database to be able to
program it by a new database.

If you do not have access to the
original database, please contact
Schneider Electric to solve this
issue.

You get the following message:
“The XB5S device (‘serial number’)
must be connected to be detached
from column (‘column
designation’)”.

The detach (cm. cTpannyy 78)
operation resets (cM. cTpaHuly 37)
the associated XB5S device to
make it usable by any other PC with
Harmony XB5SSoft.

Connect the XB5S device that is
attached to the indicated column to
carry out the detach

(cm. cTpanuuy 78) operation.
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unavailable.

are otherwise no longer available.

Issue Cause To Solve the Issue
7 An XB5S device, declared as a Only a biometric switch declared as | To attach an XB5S device to a
reader, cannot be attached to a an XB5S device can be attached to | column, you must apply the
column. a column. following function:
Command menu Allocations -
Attach XB5S to Column.
8 In the lower right status bar it says | Harmony XB5SSoft can manage Disconnect all but one device, so
“Several devices are connected”. only one device at a time. that only one device remains
connected to the PC.
9 You get the following message You have only one administrator Record a second administrator.
Only gne administrator is recorded” | enrolled. MpumeyaHme: If only one
each time you launch . )
administrator is enrolled and that
Harmony XB5SSoft. - . )
administrator is not available, the
devices cannot be programmed.
10 | The database administrator(s) are | Administrator(s) left the company or | Contact Schneider Electric to solve

this issue.

11

You are an administrator of the
database and you want to use an
XB5S in the operational mode.

Administrators of

Harmony XB5SSoft are not stored
in the XB5S device. Only users are
recorded in the XB5S device.

You must be enrolled as a user.

40
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